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Abstract: In recent years, the increasing incidents of theft and loss of personal belongings have created a strong
demand for intelligent and automated security systems. Conventional bags lack real-time tracking, tamper detection,
and emergency response mechanisms, making them highly vulnerable in crowded environments such as public
transportation, educational institutions and travel scenarios. The Internet of Things has emerged as a transformative
technology that enables physical devices to communicate and exchange data over networks, thereby enhancing
system intelligence and responsiveness. “IoT enables real-time monitoring and tracking of assets through
interconnected smart devices” [1]. The proposed IoT-based smart security bag integrates GPS tracking, GSM
communication, camera-based monitoring, and tamper detection to provide a multi-layered security system. “Multi-
layered security architectures improve system robustness by combining detection, alerting, and prevention
mechanisms” [2]. The system also incorporates cloud storage for remote accessibility and data persistence. This
paper presents a comprehensive design and analysis of the proposed system, highlighting its advantages over existing
solutions and demonstrating its effectiveness in improving personal and baggage security.
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I. INTRODUCTION

The rapid advancement of 10T technologies has significantly influenced the development of smart systems in various
domains, including personal security. Smart connected devices are capable of continuous monitoring and automated
response, which enhances system efficiency and reliability. “Smart IoT systems provide continuous monitoring and enable
automated decision-making in real-time environments” [3].

Traditional luggage systems rely on manual supervision and mechanical locks, which are insufficient in modern scenarios
characterized by high mobility and crowd density. Conventional systems fail to provide real-time alerts and tracking
capabilities, making them ineffective against modern theft techniques. “Traditional security systems lack real-time tracking
and alert mechanisms, limiting their effectiveness in dynamic environments” [4]. Although recent smart luggage solutions
incorporate GPS and GSM maodules, they are limited in functionality and do not provide comprehensive security features.
“Existing smart luggage systems focus primarily on tracking and do not integrate advanced security features such as image-
based monitoring” [5]. Therefore, there is a need for an integrated system that combines multiple technologies to enhance
both safety and security.
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Il. LITERATURE REVIEW

The development of smart luggage systems has been widely studied, with a primary focus on tracking and monitoring
technologies. GPS-based systems provide accurate location data, enabling users to track their belongings in real time.
However, GPS alone cannot prevent theft or detect unauthorized access. “GPS technology provides location tracking but
does not offer mechanisms for theft prevention or intrusion detection” [6]. GSM-based communication systems enhance
functionality by enabling remote alerts and notifications. “GSM modules allow devices to send real-time alerts through
SMS and calls during emergency situations” [7]. While these systems improve communication, they lack contextual
awareness regarding the nature of the threat.

To address these limitations, researchers have explored the use of camera modules for security monitoring. Image-based
systems provide visual evidence of unauthorized access, which is crucial for identifying intruders. “Image-based monitoring
systems enhance security by capturing visual evidence during suspicious activities” [8]. Despite these advancements, many
systems rely on single-sensor inputs, which can result in inaccurate detection and false alarms. “Single sensor-based systems
are insufficient for complex environments and require integration of multiple sensors” [9]. Sensor fusion techniques
combine data from different sources to improve system accuracy and reliability. “Combining multiple sensor inputs
improves detection accuracy and reduces false alarm rates” [10]. These findings highlight the importance of multi-layered
security systems that integrate various technologies into a unified framework.

I11. SYSTEM ARCHITECTURE

The proposed system architecture consists of multiple interconnected components that work together to provide
comprehensive security. The central processing unit, such as an ESP32 or Raspberry Pi, is responsible for managing all
system operations. “Embedded controllers enable integration of sensors and communication modules in IoT systems” [11].
The GPS module provides real-time location tracking, while the GSM module enables communication with the user. Real-
time communication is essential for ensuring immediate response during emergencies. “GSM-based communication ensures
timely transmission of alerts in security applications” [12].

The camera module captures images during unauthorized access, which are then uploaded to a cloud platform for remote
access. “Cloud-based systems enable remote monitoring and storage of data in IoT applications” [3,8]. The system also
includes sensors for detecting tampering and unauthorized access, ensuring continuous monitoring of the bag’s condition.
The electronic zip lock and buzzer provide additional layers of security by preventing access and generating alerts.
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Fig. 2 Block Diagram of Proposed Project
V. WORKING METHODOLOGY

The working methodology of the proposed loT-based smart security bag is based on continuous monitoring and event-
driven responses. The system initializes all hardware components, including the GPS module, GSM module, sensors,
buzzer, electronic locking mechanism, and Raspberry Pi camera. Once initialized, the system enters a monitoring state
where it continuously observes sensor inputs and user-triggered events. “Event-driven architectures improve system
efficiency by responding only to specific triggers” [4,9].
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To enhance security, the proposed system is designed with a multi-layered protection mechanism consisting of four
distinct levels, each providing an additional layer of safety and response during unauthorized access or emergency
situations.

Level 1 SMS Alert System: The first level of security is the GSM-based SMS alert mechanism. When suspicious activity
is detected or the SOS button is pressed, the system immediately retrieves the current GPS location and sends an alert
message to the user. This message includes location details, ensuring that the user is informed in real time. “Real-time
location sharing is critical for emergency response and user safety” [1]. This level ensures immediate communication and
awareness.

Level 2: High-Decibel Buzzer Alert: The second level of security involves activating a high-decibel buzzer when
tampering or unauthorized access is detected. The buzzer generates a loud sound to deter potential intruders and attract
attention from nearby individuals. This immediate physical response acts as a preventive mechanism against theft.

Level 3: Electronic Locking System: The third level introduces an electronic zip locking mechanism controlled by a servo
motor. Upon detection of tampering, the system automatically engages the lock, preventing further access to the bag. This
layer provides physical security and ensures that even if an intruder attempts to open the bag, access is restricted. “Multi-
layered response mechanisms significantly enhance system security and reliability” [2,10].

Level 4: Intruder Image Capturing and Cloud Storage: The fourth and most advanced level involves capturing the
image of the intruder using a Raspberry Pi camera module. When tampering is detected, the camera is triggered to capture
an image, which is then uploaded to Google Drive. A link to this image is shared with the user via SMS, allowing remote
access to visual evidence. “Image-based monitoring systems enhance security by capturing visual evidence during
suspicious activities” [8]. This level ensures proper documentation and identification of unauthorized access.

All four levels operate in coordination, providing a robust and efficient multi-layered security system. This integrated
approach ensures that the system not only detects threats but also responds effectively through alerting, prevention, and
evidence collection.
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Fig. 3 Flowchart of the Project
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V. HARDWARE IMPLEMENTATION

The practical implementation of the loT-based smart security bag requires careful selection and integration of hardware
components to ensure efficiency, reliability, and portability. The central processing unit, typically an ESP32 or Raspberry
Pi, plays a crucial role in coordinating all system operations, including sensor data acquisition, communication, and control
of actuators. Embedded systems designed for 10T applications must balance computational capability with low power
consumption to ensure optimal performance. “Embedded [oT devices must achieve a balance between processing capability
and energy efficiency for real-time applications™ [11].

The GPS module is responsible for providing accurate location data by receiving signals from satellites. The accuracy of
GPS systems depends on environmental conditions and signal strength, but they generally provide sufficient precision for
tracking applications. “GPS-based tracking systems provide continuous location updates with acceptable accuracy for real-
world applications” [6]. The GSM module, such as SIM80O0L, is used for communication purposes, enabling the system to
send SMS alerts and make calls during emergencies. GSM-based communication remains one of the most reliable methods
for long-distance data transmission in IoT systems. “GSM communication enables wide-area connectivity and reliable alert
transmission in 10T-based security systems” [7].

The camera module, such as ESP32-CAM, enhances the system by enabling image capture during unauthorized access.
This feature provides visual evidence, which is critical for identifying intruders. “Camera-enabled 10T devices improve
security by providing visual verification of detected events” [8]. The integration of sensors such as accelerometers and reed
switches allows the system to detect motion and unauthorized opening of the bag. Sensor-based detection mechanisms
provide continuous monitoring and immediate response to abnormal conditions. “Sensor-based monitoring systems enhance
security by detecting environmental changes and triggering alerts in real time” [9].

The electronic locking mechanism, implemented using a servo motor, provides an additional layer of protection by
preventing unauthorized access. The buzzer acts as an audible alert system, deterring theft and attracting attention. The
combination of these hardware components results in a comprehensive and effective security system.

VI. SOFTWARE DESIGN AND IMPLEMENTATION

The software component of the smart security bag is responsible for controlling hardware operations, processing data, and
managing communication between different modules. The system is typically programmed using environments such as
Arduino IDE or Python, depending on the chosen microcontroller. Software design in 10T systems must ensure efficient
resource utilization and real-time responsiveness. “Efficient software design is essential for ensuring real-time performance
in 10T-based embedded systems™ [11].

The system operates based on a modular architecture, where each component performs a specific function. The GPS module
continuously updates location data, while the GSM module handles communication tasks. The camera module is triggered
during tamper detection events, capturing images and uploading them to a cloud platform. Cloud integration plays a vital
role in enabling remote access and data storage. “Cloud computing enables scalable storage and remote access to IoT-
generated data” [3].

The software also includes logic for handling different events, such as SOS activation and tamper detection. Event-driven
programming ensures that the system responds quickly to specific triggers without unnecessary processing. “Event-driven
programming improves efficiency by executing actions only when specific conditions are met” [4,9]. The use of libraries
such as TinyGPS++, Firebase ESP Client, and GSM AT commands simplifies development and enhances system
functionality.

VIl. COMMUNICATION PROTOCOLS

Communication is a critical aspect of 10T systems, as it enables data exchange between devices and users. The proposed
system uses GSM for communication and optionally Wi-Fi for cloud connectivity. GSM communication is widely used due
to its reliability and extensive coverage. “GSM networks provide reliable communication for IoT devices across large
geographical areas” [7].

In addition to GSM, loT systems may use protocols such as MQTT and HTTP for data transmission. MQTT is a lightweight
messaging protocol designed for low-bandwidth and high-latency networks. It is particularly suitable for 10T applications
where efficient communication is required. “MQTT protocol is widely used in IoT systems due to its lightweight nature
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and efficient data transmission capabilities” [2]. HT TP protocols are used for cloud communication, enabling data upload
and retrieval from remote servers.

The integration of multiple communication protocols enhances system flexibility and ensures reliable data transmission
under different conditions. The use of secure communication protocols is also essential to protect data from unauthorized
access.

VIill. POWER MANAGEMENT

Power management is a crucial factor in the design of portable 10T devices. The smart security bag is powered by a
rechargeable battery, which must support all system components while maintaining efficiency. Power consumption varies
depending on the activity of different modules, with communication and camera modules consuming the most energy.

Power Consumption Distribution

Camera

Sensors

Fig. 4 Piechart: Power Consumption Distribution

Efficient power management techniques are necessary to extend battery life and ensure continuous operation. “Power
optimization techniques are essential for improving the efficiency and longevity of IoT devices” [45]. The system can
implement sleep modes when no activity is detected, reducing power consumption significantly. Low-power design
strategies are essential for ensuring the practicality of portable 10T systems.

The use of energy-efficient components and optimized software algorithms further enhances system performance. Future
improvements may include the use of solar charging or advanced battery technologies to improve sustainability.

IX. SECURITY AND PRIVACY CONSIDERATIONS

Security and privacy are critical concerns in 10T systems, as they involve the transmission and storage of sensitive data.
The proposed system collects and transmits information such as location data and images, which must be protected from
unauthorized access. 10T systems are vulnerable to various security threats, including data breaches and unauthorized
control.

Encryption techniques can be used to secure communication between devices and cloud platforms. “Security mechanisms
such as encryption and authentication are essential for protecting 10T systems from cyber threats” [46]. Authentication
mechanisms ensure that only authorized users can access system data, preventing misuse.

Privacy concerns arise due to the collection of personal data, such as location and images. It is important to implement data
protection policies and ensure compliance with relevant regulations. Secure cloud storage and access control mechanisms
are essential for maintaining user privacy.
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X. FUTURE ENHANCEMENTS

The proposed system can be further improved by incorporating advanced technologies such as artificial intelligence and
machine learning. Al-based image recognition can be used to identify intruders and detect suspicious activities
automatically. “Artificial intelligence enhances IoT systems by enabling intelligent decision-making and pattern
recognition” [41].

Mobile application integration can provide a user-friendly interface for monitoring and controlling the system. Bluetooth
and Wi-Fi-based backup communication systems can improve reliability in areas with poor GSM coverage. The integration
of biometric authentication methods, such as fingerprint or facial recognition, can further enhance security.

Future developments may also focus on reducing power consumption, improving system scalability, and enhancing overall
performance.

XI. RESULTS AND ANALYSIS

The proposed loT-based smart security bag was rigorously tested to evaluate its performance, reliability, and operational
accuracy under real-world conditions. A total of 25 experimental test cases were conducted to analyze the effectiveness
of the four-layer security system, which includes SMS alert transmission, high-decibel buzzer activation, electronic locking
mechanism, and intruder image capturing with cloud storage. Each test case was designed to simulate practical scenarios
such as unauthorized tampering, SOS activation, and normal usage conditions, ensuring a comprehensive evaluation of
system behavior.

During each test case, the performance of all four security layers was recorded individually to determine their reliability
and contribution to the overall system performance. The observations indicate that the system operates consistently across
most conditions, with only minor deviations caused by external factors such as network latency, signal interruptions, and
occasional hardware response delays. These factors primarily affected communication-based modules, particularly the GSM
alert system and cloud-based image uploading.

Based on the recorded observations, the individual accuracy of each security layer was calculated as follows. The SMS
alert system (Level 1) successfully operated in 22 out of 25 test cases, resulting in an accuracy of approximately 88%o. The
buzzer alert system (Level 2) demonstrated the highest reliability, functioning correctly in 24 out of 25 cases, achieving an
accuracy of approximately 96%. The electronic locking mechanism (Level 3) performed successfully in 24 out of 25 cases,
also resulting in an accuracy of approximately 96%. The image capturing and cloud storage system (Level 4) operated
successfully in 23 out of 25 cases, achieving an accuracy of approximately 92%.

The overall system accuracy was observed to be approximately 88-90%, considering the combined performance of all
layers. This demonstrates that the system maintains a high level of reliability, even in the presence of occasional failures in
individual components.

The following table represents the observed results:

Research Publish Journals

Case No. Level 1 (SMS | Level 2 (High db | Level 3 (Electronic | Level 4 (Image
Alert) Buzzer) Zip Lock) Capture)

1 High Accuracy High Accuracy High Accuracy High Accuracy

2 High Accuracy High Accuracy High Accuracy High Accuracy

3 High Accuracy High Accuracy High Accuracy High Accuracy

4 High Accuracy High Accuracy High Accuracy Low Accuracy

5 Low Accuracy High Accuracy High Accuracy High Accuracy

6 High Accuracy High Accuracy High Accuracy High Accuracy

7 High Accuracy High Accuracy Low Accuracy High Accuracy

8 High Accuracy High Accuracy High Accuracy High Accuracy

9 High Accuracy High Accuracy High Accuracy High Accuracy

10 High Accuracy Low Accuracy High Accuracy High Accuracy

11 High Accuracy High Accuracy High Accuracy High Accuracy

12 High Accuracy High Accuracy High Accuracy Low Accuracy
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13 Low Accuracy High Accuracy High Accuracy High Accuracy
14 High Accuracy High Accuracy High Accuracy High Accuracy
15 High Accuracy High Accuracy High Accuracy High Accuracy
16 High Accuracy High Accuracy High Accuracy High Accuracy
17 High Accuracy High Accuracy High Accuracy High Accuracy
18 High Accuracy High Accuracy High Accuracy High Accuracy
19 High Accuracy High Accuracy High Accuracy High Accuracy
20 High Accuracy High Accuracy High Accuracy High Accuracy
21 High Accuracy High Accuracy High Accuracy High Accuracy
22 High Accuracy High Accuracy High Accuracy High Accuracy
23 High Accuracy High Accuracy High Accuracy High Accuracy
24 Low Accuracy High Accuracy High Accuracy High Accuracy
25 High Accuracy High Accuracy High Accuracy High Accuracy

The results clearly indicate that the system performs reliably across all four layers, with only minor inconsistencies observed
in specific modules. The SMS alert system exhibited occasional failures due to network-related issues such as weak signal
strength or message transmission delays. Similarly, the image capturing system experienced slight delays during the process
of uploading images to Google Drive, which may be attributed to internet connectivity variations. However, these
limitations did not significantly affect the overall system performance due to the presence of multiple backup security layers.

The multi-layered architecture plays a crucial role in enhancing system robustness by introducing redundancy into the
security framework. Even if one layer experiences temporary failure, the remaining layers continue to function effectively,
ensuring uninterrupted protection. This approach significantly reduces the probability of total system failure and improves
reliability in real-world applications. “Sensor fusion increases system accuracy and reduces the probability of false alarms”
[9,10].

Furthermore, the experimental analysis demonstrates that the buzzer and electronic locking mechanisms provide the fastest
and most reliable response, as they are not dependent on network connectivity. In contrast, communication-based layers
such as GSM alerts and cloud storage are slightly affected by external conditions but still maintain high overall accuracy.
The integration of these diverse technologies ensures a balanced system that combines speed, reliability, and functionality.

In conclusion, the experimental results validate that the proposed loT-based smart security bag delivers high accuracy,
reliability, and real-time responsiveness, making it a practical and effective solution for modern security challenges. The
combination of multiple security layers, along with strong performance metrics, highlights the superiority of the proposed
system over conventional single-layer security solutions.

XIl. CONCLUSION

The proposed loT-based smart security bag presents a comprehensive, reliable, and technologically advanced solution for
addressing the growing concerns of personal and baggage security in modern environments. With the increasing dependency
on mobility and the rising incidents of theft and loss of personal belongings, there is a critical need for intelligent systems
that go beyond conventional protection mechanisms. The developed system effectively integrates multiple 10T components,
including GPS tracking, GSM-based communication, sensor-driven detection, camera-based monitoring, and cloud storage,
into a unified and coordinated framework. This integration enables real-time monitoring, rapid response, and efficient
evidence collection, thereby significantly improving overall system effectiveness. “Integrated multi-sensor 10T systems
provide higher reliability and accuracy compared to single-sensor approaches” [2,9].

A major contribution of this work lies in the implementation of a multi-layered security architecture, which enhances
both the reliability and robustness of the system. Unlike traditional security solutions that rely on a single layer of protection,
the proposed model incorporates four distinct and interdependent levels of security: SMS alerting, high-decibel buzzer
activation, electronic locking mechanism, and intruder image capturing with cloud storage. This layered approach ensures
redundancy in system operations, meaning that even if one layer experiences a temporary failure due to environmental or
network constraints, the remaining layers continue to function effectively. This significantly reduces the probability of
complete system failure and ensures continuous protection under various conditions. The SMS alert system provides
immediate notification to the user, while the buzzer acts as a real-time deterrent against unauthorized access. The electronic
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lock restricts physical access, and the camera-based monitoring system captures visual evidence, which is securely stored
on Google Drive for remote access and verification.

The effectiveness of the proposed system has been validated through extensive experimental analysis. A total of 25 test
cases were conducted to evaluate the performance of each security layer under different simulated conditions. The results
indicate that the system achieves an overall operational accuracy of approximately 88%o, demonstrating consistent and
reliable performance. The analysis further reveals that most of the failures observed were minor and primarily associated
with external factors such as network latency affecting GSM communication or cloud upload delays. Importantly, due to
the multi-layered design, these individual failures did not compromise the overall functionality of the system. This
highlights the strength of the proposed architecture in maintaining system integrity even under partial failure conditions.

When compared to existing smart luggage and security solutions, the proposed system offers several significant advantages.
Most existing systems are limited to basic functionalities such as GPS tracking or simple alert mechanisms, which provide
only partial security. In contrast, the proposed system integrates tracking, alerting, prevention, and evidence collection
into a single cohesive platform. This holistic approach not only improves the overall effectiveness of the system but also
enhances user confidence and usability. Additionally, the response time of the system is significantly improved due to the
use of an event-driven architecture, ensuring that all security actions are triggered immediately upon detection of suspicious
activity. This rapid response capability is crucial in preventing theft and minimizing potential damage.

Another important feature of the proposed system is its portability and compactness. The design utilizes lightweight and
space-efficient components such as embedded microcontrollers and compact camera modules, allowing seamless
integration into a standard bag without affecting its usability or comfort. This makes the system highly practical for everyday
use by students, travelers, and professionals. Furthermore, the system is designed to be cost-effective, using affordable and
widely available components such as GSM modules, GPS units, and Raspberry Pi devices. This ensures that the solution is
economically viable and can be adopted on a larger scale without significant financial burden.

In addition to its functional advantages, the system also demonstrates strong potential for real-world applications. The ability
to provide real-time alerts, prevent unauthorized access, and capture and store evidence makes it highly suitable for use in
public transportation, educational institutions, workplaces, and travel scenarios. The integration of cloud storage further
enhances the system by enabling remote access to data, ensuring that users can monitor and control their devices from
anywhere.

Despite its advantages, there are certain limitations that can be addressed in future work. These include improving network
reliability, optimizing power consumption, and enhancing system scalability. Future enhancements may involve the
integration of artificial intelligence and machine learning algorithms for intelligent threat detection, facial recognition,
and predictive analysis. Such advancements would enable the system to automatically identify suspicious behavior and take
proactive measures, further improving security. Additionally, the development of a dedicated mobile application could
provide a more user-friendly interface for monitoring and controlling the system.

In conclusion, the proposed loT-based smart security bag represents a significant advancement in the field of smart security
systems. By combining multiple technologies into a single, efficient, and user-friendly platform, the system successfully
addresses the limitations of existing solutions and provides a robust and practical approach to modern security challenges.
The experimental results, combined with the system’s portability, cost efficiency, and multi-layered design, clearly
demonstrate its potential for real-world implementation and future development..
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